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The big data era

The amount of data that is produced every minute grows exponentially and its economic value seems to follow the same
trend. In a recent article in The Economist, a parallel is made
between the current importance of data and that of oil at the
beginning of the 20th century.1 However, like any other raw
material, in order to obtain its maximum value, data must be
extracted, transported and refined. Nowadays, any industry
and economic sector is looking for strategies to take full advantage of and profit from data, generating knowledge that
translates into actions that will represent a competitive advantage in the market. Examples of success in this process
known as data mining are, for example, decisions to change
stocks in supermarket chains according to predicted sales
or telecom marketing campaigns targeting specific customers whose probability of selling is predicted to be higher.2
Actions such as these characterise the current paradigm of
the so-called big data in which big refers not only to the volume of generated data but also to its variety, velocity of processing and complexity of its analysis.
Healthcare is no longer an exception to this phenomenon.
In Portugal, like in most of other European countries, we have
witnessed a great investment in health information systems
and electronic health records during last years, both in public and private parties. Hospital systems like ours have been
capturing all medical encounters, procedures and exams on
a digital format for years, presenting a valuable data source
for research that is now starting to be used with promising
results. The impact of big data in healthcare is however, in a
general way, still much focused on promises and less on the
challenges we face in order to be able to properly analyse
these important data sources. Surprisingly, little discussion
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is being promoted about this subject on the medical community, comparatively to the tremendous impact it is about to
bring to the future of medicine.

Data generated in healthcare

Oe of the most visible aspects of data generated in healthcare consists on the vast amount of “unstructured data”
that live in the electronic health records. Radiology reports,
laboratory results or physician notes are just a few examples
of clinical data stored in hospital servers. Although their use
is now generalised, their adoption has not always been straightforward and many award them a significant share of the
existing professional dissatisfaction and burnout, in particular because of the high administrative burdens they entail.3
It is widely believed, however, that their adoption could lead
to an improvement in the quality of healthcare provided, in
addition to generate the potential of using them for other purposes, such as internal auditing, economic studies and now
with particular interest, clinical research.4 The very high costs
of conducting conventional clinical trials, their often weak external validity, and the increasing availability of “real-life” data
sources have contributed to a broad movement to encourage the sharing and use of various “islands” of information
stored in health services worldwide.5,6
The great data revolution in medicine might however happen because of the use of less conventional or secondary
data sources. Administrative databases, data from the internet and social networks, information generated by biometric sensors and devices are all examples of data currently
being used in clinical research.7 Patient-generated data will
likely play a key role in healthcare daily life in the near future.8 So-called wearables, biometric evaluation sensors such
as watches and wristbands are now capable of continuously
and reliably analyse clinical variables such as range of movement, capillary glycemia, heart rate or blood pressure and
this is a field of rapid technological growth and venture capital investment. Although most of these devices still have a recreational usage and its clinical impact is still unproven, it is
quite possible that we will be able to change the current health paradigm from an overly reactive and curative medicine,
to a new era where preventive medicine prevails and chronic
conditions are managed in a very different way with greater
patient involvement. Regulation of these devices and their
usage is of great importance in order to avoid the spread
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of poorly designed, unsafe or even fraudulent applications.9

Challenges with data usage in health

In contrast to the hype related to the amount of generated
data in healthcare, surprisingly there has been little impact
of its usage for clinical purposes so far. The scientific discipline of machine learning was born from the intersection between computational science and mathematics and studies
the ability of computers to automatically extract information
from data.10 Being especially competent in identification and
prediction tasks, “trained” machine learning algorithms have
proven able to generate knowledge in many other fields,
showing complex associations between parameters and outcomes. Some examples of their usage in medical issues are
the identification of subgroups of patients in heart failure with
preserved ejection fraction,11 automatic recognition of diabetic retinopathy,12 confirmation of diagnosis in radiology or
dermatology sometimes with superior performance to doctors themselves, or the detection of histological patterns with
prognostic impact in Oncology.13 Their clinical utility remains
however uncertain, because being able to make a good prediction does not necessarily mean there will be an impact in
patient care.
The development of increasingly complex algorithms is
also leading to the development of early warning and clinical decision support systems, often integrated into electronic
health records, thus paving the way for more efficient medicine with fewer administrative tasks performed by clinicians
and promoting reduction of medical error.14 At the root of the
construction of these artificial intelligence-based systems is
however the quality of clinical records and all the remaining
information that is generated about the patients, since even
the most sophisticated algorithm will do little if the data that
feeds it is inaccurate or have little explanatory power of the
outcomes being analysed.15

New tools, new concerns

Besides assuring information quality, there are several other
difficulties intrinsically related to medicine in particular, that
if not properly taken into account, could undermine the use
of valuable health data. Beginning with the very definition of
many diseases and the outcomes measured, too often they
are subject to significant inter-observer variability or lack of a
ground truth. For example, too often we don’t actually know
when a patient has sepsis, so algorithms that predict sepsis
will incorporate all the uncertainty and error on the part of
doctors. This is a very relevant aspect in the use of machine
learning algorithms, since their performance is highly dependent on the ability to define variables of interest and categories of interest since the beginning.16
On the other hand, the development of more efficient machine learning algorithms is frequently achieved at the expense of greater complexity, which makes them difficult to

understand, somehow turning them into “black boxes”.16 This
leads to liability problems with their usage, as the example
with automatic cars illustrates where the accountability of decisions in limit situations can be complex. In medical issues it
may also be difficult, for example, to ascertain responsibility
for clinical decisions that depend, albeit in part, on the use
of complex risk stratification and clinical decision support
tools.17
Another important aspect has to do with individual privacy and information security. The development of information
technologies has led to the current paradigm of the so-called
internet of things in which electronic devices increasingly
communicate to each other in an unprecedented way. This,
coupled with the size and value of the data nowadays, explains the increasing number of computer attack attempts,
with health being an especially sensitive area with unpredictable consequences, as the recent example of cyber-attack
WannaCry demonstrates.18 While there is now greater investment and concern for the security of health information systems and information anonymization, it is virtually impossible
to assert absolute guarantees in this area.

Future perspectives

There is now great potential to generate new knowledge about
diseases, new ways to treat them and possibly adopt a more
preventive attitude in medicine. All this technological development brings to the present generation of doctors an important responsibility of learning and understanding these new
structures and information circuits, so as to make the most of
the investments made and not to under-exploit their full potential. The pressure generated by the availability of data and
ease of access to the analysis tools even for newbies, makes
it fundamental that physicians acquire basic knowledge in the
field of data science, from the data acquisition process, to
the machine learning algorithms used for its analysis. As with
any other scientific evidence, understanding the context in
which data are produced and the methodologies used in its
analysis is crucial to identify biases and not draw erroneous
conclusions.19 Various stakeholders, including medical professionals, academics, hospital administrators and patient representatives should participate in an in-depth discussion on
how health-related data can be used to support the development of medicine, safeguarding fundamental aspects such
as privacy and safety of people.
Internal Medicine has an increased responsibility here,
as hospitals of the future will certainly have multidisciplinary
teams dedicated to data science and clinical elements with
deep knowledge in this area will be required. Internal medicine doctors, who are responsible for the most complex
patients within the healthcare system and often work as connectors and facilitators between the many stakeholders in
the health care process, are thus especially well prepared
for this function.
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As in all our medical practice, the Hippocratic principle of
non-maleficence must also guide us with the adoption of these new tools. The fascination with technological novelty must
not hide the fact that even the most complete datasets will
never represent the whole person to which they refer to, in
their psychological, environmental, social context or even in
their place in the complexity of the healthcare system. On the
other hand it will also be important to prevent the ignorance
and inertia of altering the status quo that may deprive our patients of a medicine based on more accurate and appropriate information: the promise of personalised medicine.20 We
all have the responsibility to make the most of technological
development in health, believing that automation will give us
more time to do what we were taught to do and robots will not
quickly replace us with: to listen, observe and understand our
patients. ■
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